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1 Introduction

RFID has been generally cited as one of the most evolving technologies in the world.
This powerful technology remains incompatible in these industries: retails, logistics,
military, libraries, surveillance and banking, yet it endures endless debates in some legal
regimes and contours. When the technology was first deployed by the military,
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the impact of the technology was never intended to be as sensitive as it is today.
Besides, global RFID spending has increased by leaps and bounds and provides an
ongoing deployment by these various industries to enjoy its value chain and business
continuity. Many will view that RFID substitutes the role of barcode as a means of
tagging technology despite the inhibiting level of protection towards the internal subject
of the tagging — which is the data and most importantly — privacy. Because of the latter,
it has prompted potential data protection and civil liberty debates across the globe.
Whilst this concern is ongoing, this paper will attempt to look into how RFID technology
leads to potential questions of privacy. The central attention will be on consumer privacy.
Two substantive developments are discussed:

e regulatory and commercial landscapes

e legal risk management as a tool towards managing consumer privacy.

2 Radio Frequency Identification Technology (RFID): an overview

RFID is a technology which illustrates any system of identification that uses radio
frequency or magnetic field variations, wherein an electronic device that activates
the variations is attached to an item (Glover and Bhatt, 2006).> A tag and a reader are the
components of an RFID. Tag is the identification device attached to the item for tracking,
whilst reader is a device that can recognise the presence of RFID tags and read
the information stored on them. The reader can then inform another system about the
presence of the tagged items. The system with which the reader communicates usually
runs software that stands between readers and applications, which are called RFID
middleware (Glover and Bhatt, 2006).> Even if the historical trail of this technology
remains ambivalent, generally, it goes back to 1920s during the World War II
(Ward et al., 2007).*

2.1 Radio Frequency Ildentification Technology (RFID) general functions

RFID could not function without frequency.” The operating frequency is the
electromagnetic frequency that the tag uses to communicate or to secure power. Owing to
the nature of RFID that broadcast electromagnetic waves, they are regulated as radio
devices. Thus, RFID systems must not interfere with other existing protected applications
such as emergency service radios or television transmissions. In relation to the technical
standard of Ultra High Frequencies (UHF), there are different ranges of applications in
different parts of the world. Even if each country requires a different range of UHF,
it is suggested that one possible global standard known as EPC global standard will be
able to match varying local regulatory requirements.’

As mentioned, the tag and the reader are two key components to operating an RFID
system. The reader functions as transmitter of the system, which contains electronics that
use an external power source to generate the signal that drives the reader’s antenna.
In effect, it creates the radio wave. The radio wave may be received by an RFID tag,
which ‘reflects’ some of the energy it receives in a particular way, based on the identity
of the tag (Hodges and Horrison, 2007).” Whilst this reflection is going on, the RFID
reader is also acting as a radio receiver so that it can detect and decode the reflected
signal to identify the tag.
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2.2 Types of categorisations

There are essentially three types of categorisations within an RFID system, which is
based on the power source used by the tag, as particularised:

e  Passive tag. This requires no power source at the tag. It does not require any
batteries but utilises the energy of radio wave to effect its operation (Hodges
and Horrison, 2007, p.9).* In this category, it results in the lowest tag cost at the
expense of the performance. Example that could be seen in practice is the usage
of passive tag in individual product items for applications in supermarket checkouts
and smart cards.’

e  Semi-passive tag. This relies on the battery built into the tag to achieve a better
performance within the operating range. In this category, the battery powers the
internal circuitry during the communication; however, it is not used to generate
radio wave.'* This tag is mostly fragile and expensive in the market."

e Active tag. It utilises batteries for their entire operation, which can generate radio
wave actively in the absence of a reader.'? In this category, the tag is capable of a
peer-to-peer communication. It has larger memory when compared with the passive
tag, possesses higher processing capabilities and security."

Without any doubt, the semi-passive tag is the only category that does not require the
involvement of a radio wave. It is also because of the costly price that compels the RFID
provider to opt for the first and second categories.

3 Regulatory and commercial landscapes

Besides the USA, there are regimes that have been very serious to addressing RFID
policy and regulation, such as the EU and the UK. These regimes have undertaken a very
smart move to advocate a possible RFID policy in the very near future. The European
Commission is undertaking an open public consultation towards establishing an RFID
policy for Europe." The outcome will be disseminated and diffused to the member
states once the European Commission would have duly substantiated the consultative
deliberations. However, for the purpose of this paper, it shall restrict generally to the
governing Directives of the EU and the guidance by the UK.

3.1 The European Union (EU)

In the EU, Article 29 of the EU Working Party, which is established under the auspices
Article 29 of Directive 95/46/EC articulates existing privacy and data protection issues."’
On the data protection front, the Working Party has mooted the concerns on the effect
of RFID technology, which may lead to violation of human rights and data protection
rights. The main concern exceedingly surrounds on the possibility of businesses and
governments, which have deployed RFID that is accruing and prying into the privacy
sphere of individuals (Pitkanen and Niemela, 2007).'® Cursorily, the published summary
of responses by the RFID stakeholders has achieved a general satisfaction. In practice,
however, it is asserted that the examples of RFID applications technically illustrated in
the working document may not match the reality (Pitkanen and Niemela, 2007, pp.1, 2)."
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It is argued that societal benefits and realistic appreciation of technical possibilities
should be painstakingly inferred whilst analysing RFID applications.

Two governing Directives are applicable within the EU: Directive 95/46/EC on the
protection of personal data and Directive 2002/58/EC on the protection of personal data
in the electronic communications sector. These Directives outline the pre-emptive
mechanism of data processing that should be complied with, by the member states."®
In Directive 95/46/EC, it could be asserted that not all RFID applications are governed
under the provisions. This is due to the complex nature of RFID technology itself via the
tags, the reader and middleware. Technically, the tags possess the capability to exchange
information and thus, the existing provisions in the Directive have, in a way ignored and
limited its scope of regulation, thus, fails to achieving technology neutrality approach.
It also leads to a certain level of biasness towards existing RFID middleware and
applications that are integrated with other components of technologies. In Directive
2002/58/EC, services must provide continually the possibility of using a simple means
and free of charge, of temporarily refusing the processing of certain personal data for
each communication. It is asserted that a PC-based system would fulfil the needs of the
provision, but RFID may struggle to comply with the spirit owing to the nature of its
technical interface.

3.2 Guidance in the United Kingdom (UK)

In the UK, the Data Protection Act 1998 regulates the processing of personal data.
Supporting the provisions of the Act is The Data Protection Technical Guidance Radio
Frequency Identification. It has outlined two scenarios in which personal data might be
processed using RFID." First, personal data may be stored on the tags themselves,
or linked to a database containing personal data. Second, if tags or individual items can
be used to identify the individual associated with the item, they will be personal data.”
The Act also applies when the personal data is collected, generated or disclosed using
RFID either directly or indirectly. RFID users should also adopt the data protection
principles of fair processing, use limitation, data quality, data retention and security.
The guidance has also mentioned extensively specific data protection concerns that
involve security, monitoring, profiling and technical solutions.’

From these developments, the UK Information Commissioner has put a very high
concern on the level of surveillance in the UK’s society. In a report on surveillance
society, issued by the Surveillance Studies Network,” RFID has been highlighted as one
of the central issues and discussions. Even if the report does not critically analyse the
technical aspects of RFID and its dangers to privacy and surveillance in detail, it has
however outlined future directions to the data protection actors whenever potential RFID
issues take place. Invariably, the report has analysed various social, technical, regulatory
and economic perspectives, which could be applied in today’s context in achieving
a balanced surveillance society.

3.3 Singapore™

Singapore was one of the earliest users of RFID technology in the world.** Singapore
Land Transport Authority has been deploying RFID since 1998 in what was the world’s
first Electronic Road Pricing system, an automated toll-collection system used to control
and manage traffic volume in the city. Singapore’s National Library Board was one of the



272 N. Ismail

first to harness RFID in a library environment back in late 1998, when it embedded RFID
tags on books to automate the borrowing and returning of library books as well as to
expedite the process of sorting books and returning them to shelves.

As Asia’s leading convention venue, Singapore has long used RFID technology for
tracing delegates at large conferences and conventions in the city. Singapore became the
first pilot port in Asia under the USA Container Security Initiative. The island-republic is
now implementing the usage of RFID seals for all containers bound for the US seaports.
Selective local research institutions teamed up towards developing solutions to deploy
RFID for tracing SARS contacts in local hospitals. At present, Singapore wants to
leverage its existing expertise to undertake RFID research and development.”

It is evident that Singapore RFID deployment has positioned the republic as the
leader in the Asia Pacific region. Whilst the commercial development looks positively
encouraging, it is to note that data protection provisions in Singapore legal regime is
rather sectorial and piecemeal.”® However, recent development in Singaporean parliament
suggests that data protection and privacy should be the main priority for Singapore’s
industries.”’

3.4 Malaysia

Based on IDC’s forecast, the Malaysia’s RFID market is expected to hit RM77 million by
2010** with a compound of annual growth rate of 45.84%. Significant developments have
taken place in Malaysia’s RFID growth. In December 2006, the Malaysian Road
Transport Department had initiated the usage of RFID license plates with the attempt to
reduce the number of car thefts in the country. The plate will contain the information
about the owner of the car and the vehicle. This will help the police official to know if the
car has been stolen.”’

On 24 February 2007, Malaysia had released the world’s smallest RFID microchip,
which measures 0.4 mm x 0.4 mm with a built-in antenna, which can be embedded on
paper.’® The microchip, developed under the Malaysia Microchip Project, at a cost
of US$ 50 million (RM180 million) based on Japanese technology, is the first with
multi-band frequencies.’' These developments envisage promising RFID growth in the
Malaysian market and if the IDC analysis remains prevalent, it is predicted that Malaysia
will be the central RFID investment within the South East Asian region.

In Malaysia, the effort to draft the PDP Bill started in 2000. However, the legislation
is yet to be seen (Azmi, 2007).>> Rumours claimed that the Bill was motivated by the EU
regulatory approach when compared with the self-regulation approach of safe harbour of
the USA (Azmi, 2007; Islamy, 2007).33 But now, the situation is otherwise and it has
given quite a general setback to various industries in implementing possible data
protection and privacy strategy within their organisations.

The issue of the PDP Bill delay was also mentioned in the parliament. One of the
members of parliament lamented that the government was taking too long to pass laws on
personal data protection, which existed in 90 countries. He further viewed that it is
imperative that Malaysia hastened the enactment of the law and poignantly added that
it could affect efforts to sustain Malaysia’s position as a competitive outsourcing country
after India and China (Ritikos et al., 2007).**

The moans and groans are not only commonly shared by the Malaysian public but
also multi-national corporations and foreign investors. The next question to be asked is
whether the RFID technology undermines privacy and data protection. There are two
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possible and skeletal answers. First, in the event the Bill has analysed thoroughly the
application of emerging new technology and its convergence® vis-a-vis the privacy and
data protection provisions, it is believed that it would not generally undermine due to its
technology neutrality approach. Second, in the event the Bill has not achieved the same,
a secondary review to the existing draft should be made pedantically. However, it should
be noted that these answers may be duly substantiated once the Bill takes place
in Malaysia.

4 Radio Frequency Identification Technology (RFID) and
consumer privacy

The regulatory and commercial developments in different legal regimes lead to different
principles and approaches. Appropriately, these regimes are undertaking a multi-layered
effort to ensure that RFID remains relevant, yet there should be certain pre-emptive
measures in protecting privacy. Civil liberties have also raised their eyebrows questioning
the legitimacy of RFID tracking technology. The technology reveals worried danger
within the privacy sphere that needs to be defused.

In 2005, consumer privacy advocates had initiated a website boycotting TESCO,
which was aimed to encourage consumers’ participation and awareness on the danger
of this ‘spy chip’ technology.’® Consumers Against Supermarket Privacy Invasion
and Numbering (CASPIAN) launched the campaign nationwide evidencing the level of
protest on privacy fears. CASPIAN was particularly concerned about item-level RFID
tagging, especially the potential for retailers to be able to track goods after they leave the
store — which it views as invasion of consumer privacy.

The boycott against GILLETTE is also another profound example advocated by
CASPIAN in 2003. It was claimed that the GILLETTE product had been embedded with
an RFID chip that was able to ‘spy’ on consumers. Subsequently, a website to boycotting
GILLETTE product was established to educate consumers the danger of RFID.”” On the
similar stance, BENETTON was also the subject of boycott by CASPIAN. It was claimed
that the clothing that was on sale within the BENETTON’s premises were embedded
with an RFID chip, which was simultaneously prying on consumers’ data and privacy.™

CASPIAN’s intention to educate the consumer privacy is commendable. On the one
hand, the boycott websites suggested consumers to abandon their intention to purchase
the products due to the danger of potential data intrusion via the RFID technology.
But, on the other hand, CASPIAN has slightly failed to address the recommended best
practices to consumers towards risk mitigation whenever the consumers would have
purchased such products. Realistically, the outcome of boycott consultation between
CASPIAN and the relevant RFID users like TESCO should also be channelled to the
consumers for an informed notification.*

4.1 Legal risk management in consumer privacy

Business continuity has always been the life cycle of organisations and companies.
The term ‘legal risk management’* is neither a new nor a coined terminology. It is a
hybrid approach or strategy assessing issues within the application of risk management
module and legal principles.” Because of the hybrid nature of the module, akin to the
RFID technology, RFID users should be able to adopt a strong risk management culture.
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A strong risk management culture commences with these levels of risk processes: risk
identification, risk analysis, risk profiling, risk mitigation, risk control and risk
scorecard.*

The traditional approach of risk management is mostly centred upon internal
auditing exercise and internal control of organisations and companies. However, as the
global market matures, risk management has been extended to controlling or pre-empting
specific problems and issues, in the absence of a clear legislation or technical
standard. The ultimate aim of adopting a legal risk management strategy for RFID users
is to complement the industries’ readiness in complying privacy and data protection
provisions (Thiesse, 2006; Atkinson, 2004; Cavoukian, 2004).43 This will also enable
data controllers to self-regulate consumer privacy and be able to avoid potential
boycotting.

Legal risk management does not favour any organisation or company but it
complements these entities within their risk appetites. Generally, risk management
requires a pre-emptive strategy that is realistic and achievable. For organisations, the
essential strategy starts with the establishment of an RFID risk manual.** This manual
will be able to outline brief technical illustration of the RFID usage, the sensitive
technical areas that lead to privacy issues as well as how to mitigate and manage
the RFID and privacy-related risk perceptions. The manual should also provide the
commitment to manage the risk and at the same time, eliminating the risk that would
have been derived from RFID middleware, applications and deployment. It is submitted
that the manual should take into account various aspects which include cost, technical,
legal, research and development, liability, operations, third party and reputation.
Appropriately, RFID risk manual should also incorporate the privacy risk checklist® that
could serve as a useful guidance and tool for the users. It is emphasised that the checklist
should be based on the risk appetites of organisations and companies.

A strong RFID risk manual should be supplemented with ongoing training,
dissemination, careful review and control. This is deemed to be essential to companies
and organisations. In the context of consumer privacy, strong risk management processes
would be able to cover potential liabilities of the RFID service provider, retailers, data
controllers and any third parties who are involved with the deployment. This will boost
strong confidence to existing consumers and potential consumers who intend to purchase
any products or items without privacy fear and danger.

4.2 Potential arguments against legal risk management

The option to adopt this legal risk management strategy is an open option to preserve
consumer privacy. It is not meant to compel organisations and companies to adopt the
same in the absence of a clear privacy and data protection provisions. Apropos,
this option should also be taken into consideration as a means of internal control and thus,
complementing privacy and data protection terms of other countries and regimes.
This option also helps retailers, hypermarkets, RFID technology service providers and
data controllers to disclaim their privacy liabilities. There may be two potential
arguments that underpin the adoption of legal risk management strategy, besides the
typical cost and resources arguments.

First, one may argue that there are also other technical standards that could mitigate
such RFID-related privacy risks. However, to counter argue, it should be borne in mind
that such existing standards are restricted on specific technology adoption and the risk
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assessment that is featured within any existing standards do not, in most cases, carry the
levels of risk management in a whole package.

Second, one may also argue that relying on data protection terms are sufficient to
overcome privacy issues and there is no need to extend such existing standards or models
to examine the level of privacy and data protection within RFID technology. To debunk,
it is asserted that the purpose of legal risk management model is to add the value to
privacy and data protection provisions. It does not, however, lead to duplication and
interface other existing standards or models. Moreover, legal risk management is deemed
to be pragmatic in mitigating the issues between RFID and privacy. Besides being the
added value tool towards privacy and data protection, what this model adopts is that
the commendable practice is corporate governance.

5 Privacy impact assessment

It is undeniable that RFID deployment involves multi-layered relationship ranging from
the service providers, third parties’ applications, and third parties’ middleware and to
the users. In the event RFID technology has been deployed, it carries different levels of
liabilities. It is very essential for these parties to conduct a privacy impact assessment so
as to ascertain the sustainability of the technology in the long run. Arguably, there are no
specific models that could be developed for specific industries. However, it is asserted
that this assessment will be able to carry a balanced weight, which complements the legal
risk management approach.

Appropriately, such an assessment should involve four layers: technical, legal,
economic and social.*® The assessment could be designed through detailed checklists
corresponding to the structure of the RFID technology, based on specific industries’
demands and needs. For consumer privacy, retailers should be able to ascertain the
sustainability of their RFID-related policy so that an informed notification has been
channelled and disseminated to the consumers. It is also indispensable for retailers to
model a tailor-made RFID privacy policy for consumers’ attention so that the choice and
option of consumers to purchase a specific product shall not be abandoned. Strategic
privacy impact assessment between CASPIAN, the retailers and consumers should also
take place in the very near future. The rationale is to establish a dynamic co-existence
between these focused groups, which will equalise a unique level of cooperation towards
pre-empting privacy fears derived from RFID technology.

6 Conclusion

From the foregoing developments, it can be concluded that caution steps should be taken
by all parties who are involved directly and indirectly with RFID deployment. Whilst the
EU and the UK have provided a general model of RFID guidance, Malaysia and
Singapore should expedite the lobbying to pass the motherhood of privacy and data
protection legislation at the first instance. With that, it will enable to bridge the gap
between RFID technology development vis-a-vis regulations. Even if the legislation
would have been in place, it shall take some considerable time for both countries to reach
the tested maturity stage like those of the EU and the UK.
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With regard to consumer privacy, CASPIAN, being the leader of civil liberties, and
consumer advocate should play a more effective cum strategic role in RFID. Whilst the
boycotting and lobbying the consumers to abandon such purchases tend to be a brave
move, it needs effective yet resourceful dissemination and diffusion for consumers.
As suggested, a trilateral consultative process between CASPIAN, retailers and
consumers shall lead the headway towards a privacy compliant RFID environment.

It is very interesting to await the outcome of the European Commission RFID EU
Policy consultation. The impact shall change the current RFID landscape and consumers
should be able to monitor its developments tenaciously. Whilst the outcome remains to be
speculative, it is timely for RFID players and actors to embark on with the best and
strategic option, which may fit their companies and organisations. As the notion ‘no one
size fits all’ is deemed to be applicable in RFID technology context, it is needful for the
industries to consider the best and practical options from various perspectives,
technically, economically, legally and socially. By this, it is believed that privacy will not
be a nightmare and overexaggerated by unqualified justifications and assertions.
RFID remains relevant and indeed it is.
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substance of the report should be inferred within the context of data protection strategy and
management of the data controller. See http://www.ico.gov.uk/upload/documents/
library/data_protection/practical_application/surveillance society full report 2006.pdf, accessed
23 March, 2007; see also the appendices of the report: http://www.ico.gov.uk/upload/
documents/library/data_protection/practical_application/surveillance society appendices_06.pdf,
accessed 23 March, 2007, see the summary of the report: http://www.ico.gov.uk/
upload/documents/library/data_protection/practical_application/surveillance society summary
06.pdf, accessed 23 March, 2007.

BSee generally http://www.itu.int/osg/spu/ni/ubiquitous/Presentations/4_poon_RFID.pdf,
accessed 2 May, 2007, see also http://unpanl.un.org/intradoc/groups/public/documents/
APCITY/UNPANO018240.pdf, accessed 2 May 2007.

#See generally http://www.rfidjournal.com/article/articleview/1024/1/1/, accessed 2 May, 2007.

BWith government help, RFID technology provider Tunity Technologies is developing
EPC-compliant multifrequency RFID tags that operate in three different RF bands.

%See generally http://www.american.edu/carmel/ag0466a/Doc13.htm, accessed 2 May, 2007.

Y'See generally http://unpan].un.org/intradoc/groups/public/documents/ APCITY/UNPANO12665.
pdf, accessed 2 May, 2007; see also http://www.infowar-monitor.net/modules.php?op=
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of readers and tags, followed by software and services which take up the remaining 40% of the
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“Based on the IDC’s definitions, software revenue captured in this forecast
is limited to RFID middleware, reader firmware, and additional enterprise
middleware directly related to integrating data from the RFID layer with
the enterprise application layer. It does not incorporate spending on enterprise
applications and upgrades beyond middleware to accommodate and take
advantage of the influx of data from RFID tags. Services included in this
forecast are business process consulting, installation, systems integration, and
ongoing support services. Software and services would pose more growth
potential, with CAGR of 48% and 51%, respectively.”
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®The owner of the car should be nearby if the police officials want to check the driver’s identity.
The system will be implemented next year. The new cars would have such plates followed by the
older ones. The risk what I see is that in case the RFID system of your car breaks down, then you
might be pulled from your car by the cops thinking that you are a thief. See generally
http://www.iht.com/articles/ap/2006/12/09/asia/AS_GEN_Malaysia Car Thefts.php,  accessed
22 February, 2007.

3See http://www hitachi.co.jp/Prod/mu-chip/index.html, accessed 22 February, 2007.

3!The Prime Minister, Datuk Seri Abdullah Ahmad Badawi, who launched the microchip yesterday,
said the chip with its identification serial number, could help to counter the forgery of government
documents; currency notes; halal certificates; medical products and compact discs, among others.
Besides, some applications currently being developed would further assist to improve the public
service delivery system. See http://www.mida.gov.my/beta/view.php?cat=14&scat=1552,
accessed 22 February, 2007; see also http://en.qschina.com/html/tradeinfo/html/2007/
3/13/9088.html, accessed 22 February, 2007.

32See Azmi (2002).

33See Azmi (2007); see also Islamy (2007).

3Ritikos et al. (2007).

33See generally http://en.wikipedia.org/wiki/Technological convergence, accessed 22 March, 2007.

3%See generally http://www.boycotttesco.com./, accessed 2 May, 2007; see also http:/news.bbc.
co.uk/1/hi/business/4209545.stm, accessed 2 May, 2007.

See  http://www.out-law.com/page-3812, accessed 2 May, 2007 see also http://www.
boycottgillette.com/, accessed 2 May, 2007.

3¥See  http://www.boycottbenetton.com/ accessed 2 May, 2007; see also http://www.
rfidjournal.com/article/articleview/344/1/1/, accessed 2 May, 2007 see generally http://www.out-
law.com/page-3465, accessed 2 May, 2007.

3See generally http://www.ipc.on.ca/images/Resources/up-rfidtips.pdf, accessed 3 May, 2007.

See generally http://en.wikipedia.org/wiki/Enterprise_Risk Management, accessed
24 March, 2007.

*IGlobally, the preferred risk management module is enterprise risk management. See generally
http://en.wikipedia.org/wiki/Enterprise_Risk Management, accessed 24 March, 2007.

#See generally http://www.admin.ox.ac.uk/riskmgt/overview.shtml, accessed 24 March, 2007.
“Thiesse (2006); see Atkinson (2004); see also Cavoukian (2004).

“RFID risk manual can only be established once organisations or companies have undergone the
levels of risk management exercise. See also an example of risk management checklist:
http://www.lms.ca/@pdf/Risk_ Management Checklist.pdf, accessed 24 March, 2007.

*See generally http://cyber.law.harvard.edu/ecommerce/privacyaudit.html, accessed 24 March,
2007; see also http://www.itcinstitute.com/display.aspx?id=2499, accessed 24 March, 2007.

*See http://csre.Ise.ac.uk/asp/aspecis/20050060.pdf, accessed 3 May, 2007.



